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Abstract
SSL/TLS runs on layers under application protocols such as HTTP, FTP, and SMTP, and above the TCP or UDP transport protocol. SSL/TLS can add security to any protocol that uses reliable connections. It is commonly used with HTTP to form HTTPS and uses public key certificates to verify the identity of endpoints. Hamachi is a centrally-managed VPN system. It is comprised of the server cluster managed by the vendor of the system and the client software, and the client software is installed on client computers. This paper will describe TLS and Hamachi, as well as their advantages and disadvantages. Further more, it compares these two technologies, and analyzes their differences regarding on their technologic features.
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1. Introduction
As the Internet became more popular as a corporate communications medium, security became much more important for both customers and providers. The Virtual Private Network - VPN, due to its security features and scalability has attracted the attention of many companies looking to both expand their networking capabilities and reduce their costs. Employees can safely log into company networks in workplaces and homes through VPN. It’s a more convenient way to connect to the corporate intranet for Telecommuters and those who travel often.
1 Tunneling technology

Tunneling is a method to transfer data from one endpoint to another through a network (internet). A tunnelling protocol encapsulates one protocol or a session into another. It can transport a network protocol through a network which could not support it. The data (frames or packets) that sent from one endpoint is added with an additional header. The additional header provides routing information so that the encapsulated data can be transferred to the other endpoint. 
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Figure 1 Tunneling model[1]
The tunnel client and the tunnel server must use the same tunneling protocol, when they establish a tunnel
1 Tunneling Protocols
IP security (IPsec)
IPsec tunnel mode encrypts IP packets, and encapsulates them into an IP header before sending them across internet or a corporate IP network.
IPsec functions at the network layer (layer 3 of OSI model), and it supports both IPv4 and IPv6. IPsec contains several cryptographic protocols: Encapsulating Security Payload (ESP), Authentication Header (AH) and Internet Key Exchange (IKE). ESP and AH secure packets flows by providing authentication, data confidentiality (only provided by ESP) and message integrity.
IPsec can be used to protect both UDP and TCP protocols, and it’s flexible. These are all contributed by working on layer 3, but that also increases its complexity and processing overhead.
Layer 2 Tunneling Protocol (L2TP)
L2TP carries PPP (Point to Point Protocol) frames and acts as a data link layer protocol for tunneling between two endpoints. It utilizes two kinds of messages, data messages and control messages. The figure below shows the structure of L2TP.
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Figure 2 L2TP Protocol Structure
PPP frames are encapsulated by a Packed Transport (UDP, FR, ATM, etc.), then passed over an unreliable Data Channel. The control messages are sent through a reliable Control Channel (IETF standard, RFC 2661).
L2TP dose not provide confidentially authentication. Nested protocols which are running within each session is needed to realize reliability and security. IPsec is often used to support L2TP to provide confidentiality, authentication and integrity, and this combination is known as L2TP/IPsec.
Multi-Protocol Label Switching (MPLS)
MPLS is generally considered to lie between layer 2 (data link layer) and Layer3 (network layer) according to OSI model.  It’s designed to carry different kinds of traffic, such as IP packets, native ATM, SONET, and Ethernet frames (IETF standard, RFC 3031).
MPLS header contains one or more labels, i.e. label stack. This kind of packets is switched after a label Lookup/Switch. It’s faster than using an IP lookup table, because label lookup and switching can take place directly into fabric but not CPU. When a MPLS router receives the packets, it examines the labels from the topmost one. Then, an operation will be performed on the packet’s label stack based on the contents of the label.
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Figure 3 Structure of a MPLS packet
Point-to-Point Tunneling Protocol (PPTP)
PPTP works on layer 2. It encrypts and encapsulates the PPP frame in an IP header, which is sent across the internet or a corporate IP network (RFC 2637, licesened by Microsoft).
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Figure 4 Structure of a PPTP packet
1 VPN technology
A virtual private network is the extension of a private network, which includes links through public networks, e.g. internet. The data could be sent between two computers across a public network, and it looks like the data is transferred through a point-to-point private link. A VPN uses "virtual" connections routed through the Internet from the company's private network to the remote sites or employees.
A well designed VPN can benefit an organization. It can extend geographic connectivity, improve security and productivity, reduce operational costs, simplify network topology, and so on. The main features of a VPN are security, reliability, scalability, network management and policy management.
Secure VPNs
Secure VPNs use tunneling protocols that would allow traffic to be encrypted at the edge of a network or at the originating computer. These provide the necessary confidentiality, sender authentication, and message integrity. Secure VPN protocols include IPsec, SSL/TLS, PPTP, L2TP, and so on.
Users, who use Secure VPNs, can transmit sensitive information over the Internet without needing to worry about that it could be seen by someone. Even if someone captured a copy of the traffic, he cannot read the content of it, although he has hundreds of millions of dollars worth of computers. And the attacker cannot alter the contents of the transmissionns.
Trusted VPNs
Trusted VPNs do not use encryption, but rely on the security of a provider’s network. The provider assures the users that no one else would use the same circuit. Commonly used technologies of trusted VPNs are Multi-Protocol Label Switching (MPLS), Layer 2 Forwarding (L2F), ATM circuits, Frame relay circuits, and so on.
Users, who use Trusted VPNs, will know how their data is moving through a specific path. They can use their own IP addressing schemes, and possibly to handle their own routing. But they must trust their provider completely and that people whom the users do not trust cannot either change the path or insert traffic on the VPN.
2 TLS technology
The Transport Layer Security (TLS) is the successor of Secure Sockets Layer (SSL). Although there are slight differences between SSL3.0 and TLS1.0, the protocol remains substantially the same.
The TLS Protocol is mainly used to provide privacy and data integrity between the communications of two applications. It’s composed of two layers: the TLS Record Protocol and the TLS Handshake Protocol.
2 TLS Record Protocol
The TLS Record Protocol is layered on top of a reliable transport protocol, such as TCP, it ensures that the connection is reliable and private by using symmetric data encryption. TLS Record Protocol can also be used to encapsulate higher-level protocols, such as TLS Handshake Protocol.
2 TLS Handshake Protocol
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The TLS Handshake Protocol functions before the application protocol transmits or receives any data. It allows authentication, negotiation of an encryption algorithm and cryptographic keys between the server and client (Figure 5).
Figure 5 TLS Handshake procedure
A secure connection is requested for this session. The browser establishes a TCP connection on the HTTPS TCP Port 443
The client sends a CLIENT_HELLO command to the server, which includes: The highest SSL and TLS version supported by the client. Ciphers supported by the client (the ciphers are listed in order of preference); data compression methods that are supported by the client. The session ID (A new SSL session with the session ID 0); random data that is generated by the client for use in the key generation process.
The server sends a SERVER_HELLO command to the client, which includes the information that will be used for the SSL session: The SSL or TLS version, the cipher, data compression method, the session ID, random data that is generated by the server for use in the key generation process.
The server sends the CERTIFICATE command. This command includes the server's certificate and, optionally, a chain of certificates beginning with the certificate of the certificate authority (CA) that assigned the server's certificate.
The server sends the SERVER_DONE command. This command indicates that the server has completed this phase of the SSL handshake. If client authentication will be performed, additional commands flow between the client and the server following the SERVER_DONE command. Client informs the server that it has verified the server's certificate. The client sends the CHANGE_CIPHER_SPEC command. This command indicates that the contents of subsequent SSL record data sent by the client during the SSL session will be encrypted. The 5-byte SSL record headers are never encrypted.
The client sends the FINISHED command. This command includes a digest of all the SSL handshake commands that have flowed between the client and the server up to this point. This command is sent to validate that none of the commands sent previously, which flow between the client and the server unencrypted, were altered in flight.
The server sends the CHANGE_CIPHER_SPEC command. This command indicates that all subsequent data sent by the server during the SSL session will be encrypted. The server sends the FINISHED command. This command includes a digest of all the SSL handshake commands that have flowed between the server and the client up to this point.
When the Handshake procedure is finished, the client is able to send the encrypted symmetric secret key to the server with the server’s public key, which is received in the server’s SSL certificate. This encrypted secret key can only be decrypted using the private key. That means only the server is able to read the message.
2 SSL/TLS VPN
SSL/TLS VPNs allow users to connect to the central VPN using any machine that has internet connection and a Web browser (Figure 6). The client could be a home machine, a laptop, or a public machine. That means there is no need for configuration or installation of SSL/TLSVPN, and it’s easy to use.
Figure 6 TLS VPN structure
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The machines that the users are connecting from may not be subject to the rigorous security policies. If the machine is controlled by an attacker, the users’ passwords would be logged, the data in the session would be collected.
On the other hand, TLS VPN breaks the trust model. The server and client no longer share a pre-configured trust relationship. Instead, they have to attempt to build the trust relationship based on passwords. This provides the possibility to implement Man in the Middle attacks. All the information could be decrypted by the attacker and it is very difficult to detect it.
The security of the entire system is only as strong as the weakest link. If the client is insecure, the entire system is equally insecure.
3 .   system is equally insecure. 































































































Hamachi
Hamachi is an application which can arrange computers in to a secure network as if it’s a physical network which is connected by a cable. That means it creates a LAN over the internet. Normally, most of the applications can be run over Hamachi network, such as Windows File Sharing, iTunes, Remote Desktop, Remote Assistance or computer games.
3 Hamachi IP Address

A Hamachi client is identified by its Hamachi network addresses.  The Hamachi server assigns each client an IP in the range of 5.0.0.0 through 5.255.255.255 (Figure 7). There are three networks which are set aside for use in private networks, e.g. 192.169.*.*, 10.*.*.*, and 172.16.*.* though 172.31.*.*(RFC1918).  They can be found behind NAT routers that are routing those private addresses out onto the public Internet space, they are so-called non-routable subnet ranges, or IP ranges, because no routers on the Internet would know how to forward a packet through these IPs. But this 5.*.*.* network is reserved by the IANA, the Internet Assigned Numbers Association.
The reason why they chose this 5.*.*.*, is that these IP would not collide with either IPs out in the public space or any of these three subnets. So IPs that have never been issued was chosen, and there are more than 16 million such IPs available (24 bits).
When Hamachi is installed, the Hamachi server issues a 5.*.*.* IP that the machine statically and it never changes. Then, the user can also transport his setup to a different machine. But the point is that’s an IP that he can write down, he can configure it into links and do whatever he wants to with it.
Other clients, that want to join into an existed private network, should first give a password. After succeeded authorized, the computers can see each other inside the network. It creates a secure, encrypted, peer-to-peer tunnel between any of the machines that are on the network.
3 Key exchange
The client builds a RSA key pair. During the login sequence, the key pair is used for authentication purposes. The client uses the public key together with its IP to sign the request to the server, and then the server will verify the signature and authenticate the client. The client keeps the private key. (Figure 7)
[image: image7.jpg]PPP Frames

L2TP Data Messages

L2TP Control Messages

L2TP Data Channel
(uelidhle)

L2TP Control Channel
(ol le)

Packet Transport (UDP, FR, ATM, ez}




Figure 7 communication between Hamachi server and clients
Then other clients that the user agrees to have connection to it will receive the public key of another client from the server. The server acts as a rendezvous or a liaison server.
Hamachi client connects to a central server on ports 12975 and 32976 using TCP. First port is used for an initial contact, second - for an actual session. It also uses dynamic local and remote UDP ports for communicating with other Hamachi peers.
Each Hamachi server also has a RSA key pair. The public key is known to each client before the client’s first time contact to the server.
When the client connects to the server, it announces which identity he expects the server to have. If the server has the requested identity, the login sequence commences. In the last message of this sequence the server sends a signature of client's data and this confirms server's identity to the client.
3 Security
After the key exchange, the keying material is produced, which is used for encrypting and authenticating all other protocol messages. Messages transferred between clients and server are encrypted with symmetric cipher algorithm and authenticated with MAC (Message authentication codes), i.e. every message is unique and this prevents reply attacks.
For example, Hamachi is one of the best choices for the people, who are using Windows-based system and Remote Desktop. As known, Remote Desktop opens port 3389 widely to the world. But with Hamachi, the direct point-to-point connection is encrypted and strongly authenticated, which Remote Desktop Protocol won’t do.
On the other hand, Hamachi may not be secure. The reason is that Hamachi is not a open source software. No one could check if it encrypts the data in the right way, or if it’s not sending any useless messages. Further more, Hamachi may also be the role of hacker. It might be collecting the users’ information and sensitive data all the time.
4 Comparison and Conclusion
Comparing TLS to Hamachi, they are both easy to use and low cost VPNs, and they both use digital certification to authenticate server and clients. But Hamachi has a network capacity limit, i.e. max 256 clients for one private network. It’s not suitable for large enterprises. One of the advantages of Hamachi is that it supports for almost all services and protocols over IP (Internet Protocol), while TLS only supports several of them. On the other hand, TLS VPN could be extended easily, but Hamachi may not. A detailed comparison of these two VPN technologies is shown in table 1.
Security is a chain which is only as strong as its weakest link. The TLS VPNs are clientless VPNs. That means there are no installation and configuration needed on the client, but an insecure client may cause insecurity of the connection. And Hamachi is not source opened, so that would be a big risk of security. The prospect of future VPN technology is to have an open source product, and it should be also easy to configure and to be extended.
	
	SSL/TLS VPN
	Hamachi

	Authentication
	Digital certification
	Digital certification

	Network Capacity 
	No limit
	Max. 256 with premium version

	Security
	Peer-to-peer/Client-to-resource
	Edge-to-edge

	Accessibility
	Anywhere with a Web browser
	Only if the client software installed

	Cost
	Low
	Free for basic Version / around 3-5$ per month per license for premium version

	Installation
	No need
	Automatic installation

	Easy to use
	Yes
	Yes, but need to learn

	Supported services
	Http, Telnet, Ftp
	All services based on IP

	Users
	Customers/partner
	Gamer

	Multi-platform
	Yes
	Microsoft Windows, Mac OS and Linux

	Extensibility
	Easy to configure and extend 
	easy to configure, difficult to extend


Table 1 Comparison of TLS and Hamachi
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